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Abstract

The “Mobile Multimedia Medical Information System”
(M3IS) project develops a system that enables the e
change of clinical documents, medical images, fiémd
laboratory results both within a hospital and beéme
healthcare institutions. The system accepts dootsne
through DICOM and HL7 interfaces and provides a web
based client interface that allows for a quick asasy
access to the system through a web browser. lardal
comply with data protection requirements, the syste
implements a powerful access control scheme. ¥&e s
tem ensures that most clinically relevant docunemet
available to early rehabilitation in a timely maméde-
fore the final discharge report becomes available.

1. Introduction

The digital acquisition and management of clinical
data is the standard today in most clinical depamts
and private practices. However, most often theeptat
treatment does not take place in a single hosgéphrt-
ment or a single practice only. The chain of aseally
involves multiple participants such as hospitahatalita-
tion center, specialist practice and general pransr,
thus creating a need for a digital exchange ofedivant
information between the actors involved. Idealliye
information required for patient care should beilazée
at any time at the place where needed. Howevahédn
absence of a comprehensive electronic healthcaoede
cross-department access to clinical informationndg
always easy. We examined the abridged reportsrrin
ted from cardiology and cardiac surgery to theyeagha-
bilitation along with the patient in the Integratéfbart
Center in Oldenburg, Germany, which comprises o&rdi
ogy, cardiac surgery and cardiac rehabilitatioraingle
campus. We found that clinical history, diagnosesdi-
cation or laboratory data were frequently incomgplit
the hand-written reports. The full discharge Istténow-
ever, were available too late for early rehabilitat For

this department alone, the time required to acquiiss-
ing information was estimated 380 hours annually.

2. Methods

An integrated system for an interchange of medical
documents in the care chain was developed in tradf
work of the M3IS project (Mobile Multimedia Medical
Information System) [1]. The M3IS system comprises
document and communication server that mediates be-
tween the various clinical systems such as theiGlagy
Information System (CIS), the laboratory systene, de-
partmental system for cardiac surgery, and the HISe
system accepts documents in various formats, imojud
diagnostic reports, DICOM images and films, labomnat
data and discharge letters, through standard DIGDH
HL7 interfaces, but also through proprietary irdeds
where necessary.
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Figure 1: M3IS system modules

The system uses two servers, one within the hd'spita
LAN (i. e., behind the institution’s firewall) fointernal
communication within the hospital, and one thaadses-
sible from the outside world through internet oaldn
connections and used exclusively for communicatith
external parties (such as private practices). 1Ffpows
the system modules of which the so-called “internal
server” is comprised. The central SQL-based systam
tabase is encapsulated through an object-relatiwlzh
access layer” on top of which various services afger
There are two web-based access services, one prgdd



web client user interface that can be used toawctewith

only require few mouse clicks and can easily be per

the system directly through a web browser, and & We formed with mobile devices that have no keyboatths

Service interface named “Retrieve Information fas-D
play” [2] based on a specification of the Integrgtithe
Healthcare Enterprise (IHE) initiative [3] which adles
read-only access from other clinical systems todibeu-

ments managed by the M3IS system. Both web-basec

services are delivered through a standard Micrdstét-
net Information Server. The DICOM interface is lzhea

the Open Source OFFIS DICOM Toolkit (DCMTK) and
accesses the database through a library named @[TL [

that provides a common application programmingrinte
face for database access, which in this case talkes

through ODBC [5]. The HL7 interface is based on the

HL7 “minimal lower-level protocol” (MLLP), the Mia-

soft Message Queue (MSMQ) and an HL7 toolkit named

Itemfield ContentMaster [6]. The external serwehich
is not shown in Fig. 1, actually comprises a sub$¢he
components of the internal server and stores inypted
form only those documents that have been configtoed
access by certain external users.
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Figure 2: M3IS web client user interface

Fig. 2 shows the graphical user interface of theoWe
Client that is currently used by medical staff tcess
clinical documents available through the systene [Eft-
hand side of the screen shows a list of wards, soand
patients to which the current user has access. righe
hand side shows the demographics and list of deggio
of the currently selected patient along with thet bf
documents available for the patient, ordered bit wisd
type of document. Of course all names shown is dinid
the following figures have been replaced by randtata.

It should be noted that most interactions with $lgstem

as Tablet PCs or Web Pads and can be used to dbeess
system, e. g. during the ward round.
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Figure 3: M3IS web viewer for cath-lab films

Fig. 3 shows the viewer used within the web client
visualize cath-lab and echocardiography films. otder
to save bandwidth, an issue of importance botlexber-
nal users accessing documents through an ISDN ar DS
connection and mobile devices connected througle-wir
less networks, the film sequences are not transehitt
their original DICOM format, but in MPEG4 compredse
form and presented through a software componehtigha
based on the Windows Media Player. This means that
image quality is not suitable for primary diagnosisw-
ever, in our experience [7,8] the image qualitygiste
appropriate to the review purposes under which trey
used with our system.
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Figure 4: M3IS web viewer for laboratory results



Fig. 4 shows the web viewer for laboratory dataicivh
is the only type of data that is not document basede
individual results can be delivered by the labanatys-
tem through HL7 messages. The viewer allows toakis
ize all lab results for the current or multipleitgsof the
patient, including a trend view for individual paraters
and the cumulative view shown in Fig. 4 in whicmab
mal results are color coded.

A critical issue for a system that manages the axgh
of clinical documents between departments and &eesn
tween different healthcare enterprises is the mamagt
of access rights. Data protection regulations aglhe
EU directive 95/46/EC [9] require that patient teth
documents must be available only to authorized oadi
staff, which is typically the staff directly invadd in the
provision of care to the patient. In addition, picjans
attach great importance to a quality assuranceepsoc
ensuring that only validated diagnostic reportsds-

made available, respecting any restrictions that heve
been defined by the document author. Fig. 5 shibws
organization based access control [10] system dieat
cides whether or not a specific user is entitleddoess a
certain document. In general, a user has alwagssado
the all documents he or she has authored. Iniaddit
access is granted if the patient is or was assigmezhe
of the user's wards within the last couple of days
document is available to the role under which tkeru
operates (e. g., ward physician) and no exceptiave
been defined for either the patient (e. g., VIFHguatwith
access restricted to certain users) or the docuigeergt.
classified document accessible only to the origiaa
thor). Authorized users can grant a temporary ssce
right to other users for the purpose of medicalsatta-
tions. In all other cases, access is denied. llgjirthere
is a concept called “emergency override” that igilable
to certain users (roles). If for some reason apoittant

charge letters are made available beyond departmentiocument that is available in the system is inagibées

boundaries, both for medico-legal reasons and dosid-
erations of patient safety.
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Figure 5: Organization based access control in M3IS

but needed for the care process, the user can ooEss

to the document by enabling the emergency override

mode. In this mode, however, all activities arported
automatically to the hospital’'s data protectioricefr
who may then initiate an a-posteriori enquiry iniegththe
system user is requested to explain the need fiesado
the document. All transmission from the serveteaysto
the client takes place in encrypted form so thaifiden-
tiality is guaranteed even over wireless connestionin
long-distance campus networks. Finally, the quads-
surance process mentioned above is implementedein t
system for reports and discharge letters that neayeb
vised and validated by users of certain roles ¢(sepiny-
sician, head of department) and only become availab
other departments once a certain type of validasaeg-
istered.

3. Results

The system significantly improves access to clinica
formation by seamlessly making available many rahev
information sources, before the final dischargeetets
compiled. Currently all films, images and repdirsm
the catheterization lab and the echocardiographyata
available in the system along with the heart syrgerd
gastroenterology reports, abbreviated radiologfoadi-
ings, laboratory results and all historical recoodsthe
patient which are available as an electronic redmasked
on scanned paper documents. All of these docunaeats
submitted automatically by the various clinicalteyss in
the hospital. Discharge reports from cardiologgt heart

The MPIS system addresses this issue by autonlgtical gyrgery are available when uploaded to the systémese
tracking patient admissions, discharges and inter-yeports still undergo conventional voice dictatiand

departmental transferals. Based on that datagtird
mines where, and to whom specific information stidag

transcription. Nevertheless, the majority of imfiation
sources relevant to the early rehabilitation is reowail-



able in a timely manner. Remaining open issuestae
rapid access to ECG data due to the lack of digitak-

communication.
itself in an area of conflict between the patiemttazacy

A system like M3IS will always find

faces in most ECG devices and the absence of an ECGights, patient—doctor confidentiality, and the nssale-

management system in the heart center.
documentation is currently still in paper form, ainialso
means that the most recent medication of the gaisen
not available to the system in digital form.

The client-side configuration of the system has/pro

The nursingire to access the data they need for their wothowt
too many restrictions imposed upon them. Pracgcal
perience shows that IT security measures that eirac:
cepted by the system’s users will be circumventedis
abled, so system designers need to find a way pfeim

to be rather unproblematic since only a modern webmenting security features in a way that is as frarent to
browser such as the Microsoft Internet Explorer r6 o the user as possible.

Mozilla/Firefox is needed, along with TCP/IP connec
tivity to the internal M3IS server. We have alsmeess-
fully used mobile clients operating under an emieedd
operating system (Windows CE).

4, Discussion and conclusions
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